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Overview

Email is a critical communications tool. Email downtime means a
loss of productivity, possible compliance and regulatory issues
related to data loss, or even lost revenues. Minimizing email
downtime is an increasingly important part of an organization’s
messaging infrastructure and of its disaster prevention and
recovery strategy.
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Introduction

Email has become deeply ingrained in business operations.
Internal communications are often accomplished more by email
than by phone or face-to-face meetings. Communications with
external clients, vendors, partners, and other business contacts are
perhaps even more dependent on email. Calls and meetings are
scheduled by email; decisions are made based on email
correspondence; inquiries, proposals, and contracts are sent by
email; communications both mundane and critically important are
these days handled by email more than by any other medium.

Businesses have become so accustomed to using email that even a few minutes of server downtime is
enough to have employees and executives quickly calling the helpdesk. While a minute or two of email server
downtime is not catastrophic, no organization can function effectively if downtime increases to hours or days.

Risk management and business continuity planning exercises should include email uptime as a priority.
Businesses must not confuse email continuity with email archiving or email backups. The latter are suitable
and necessary for disaster recovery but not for providing continued and seamless use of email when
hardware or software errors occur or when a more serious disaster strikes.

Outages and their impact on business

Email downtime and outages are a business reality. At some point in time, something will go wrong and most
businesses are caught unawares. Computer hardware will eventually fail, and occasionally fails prior to
scheduled replacement. Email or operating system software may experience errors. Data can become
corrupted. And external events such as network problems, flooding or power cuts are rare but history has
shown that they do occur.

Indeed, email outages are common and according to Osterman Research, emails systems experience a mean
of 53 minutes of unplanned downtime during a typical month or 10.6 hours over a period of a year. This is
why businesses need to consider the potential impact of email downtime:

1. Reduced productivity. Osterman estimates that employees become 25% less productive when their email
system is down.

2. Loss of business. Companies that use email for transaction processing, sales orders, client requests, and
other communications with customers are at most risk of losing orders or losing clients when email is
unavailable.

3. Compliance or regulatory risks. If a business experiences hardware or software problems with its mail
infrastructure, without sufficient safeguards, important emails could be lost. Those organizations that
must comply with regulations or laws related to electronic data may also face compliance issues from the
loss of those messages.

4. Reputation risk. Businesses dealing with clients on a daily basis can ill afford to appear unprofessional.
Requests for information that are not answered within a reasonable time-frame may negatively impact
the image of that business in terms of its perceived competence, reliability and professionalism —
important characteristics every business needs to protect.
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Overcoming email outages

The good news is that email outages can be easily mitigated, at nominal expense. Unfortunately, many
businesses fail to distinguish between the concept of an email backup or an email archive solution, and an
email continuity solution.

While most organizations have a disaster recovery strategy in place, that strategy typically involves rebuilding
of hardware and/or software, and recovering of historical email data from a backup or archive solution. This is
different from having continued access to email during an outage. How should a company continue its work
in a seamless fashion during the hours or even days that it may take to rebuild its infrastructure in the event of
hardware or software failure, or worse, a regional disaster?

What businesses need is a system or service that provides continuous email functionality regardless of what
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